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Abstract

RSVP and diffserv mechanisms were developed by the IETF to
support service guality guarantees in the Internet believed to be nec-
essary for the support of live and interactive sound and video.

This talk will briey describe history and the basic mechanisms
that are available and that are under work at the IETF as well as
what is available in routers : queueing, RSVP, diffserv, BB, COPS,
RSVP/diffserv.

Then the diffserv pilot activity in UNINETT and Terena will be de-
scribed and some results pinpointed . Lastly I will try to asses the ap-
plicability of the diffserv architecture in terms of router performance
as well as administrative scaling.
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The need for quality

| have observed remote video talks at or from several conferences
lately like TNC 2000, SIGCOMM 2000 and the UNINETT 2000 all which
demonstrated that we still don't manage to present real-time video and
sound in a satisfying manner.

Problems are dif cult to track down - could be all or some of

- applications that are not adaptive enough

- operating systems on end systems are not real-time oriented

- uncontrolled LANs

- overloaded links and routers in the WAN

- routing protocol errors in multicast

- lack of professional touch on cameras and sound

- available computers not powerful enough

- complex to investigate through multiple network operators in different
time zones
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Fiber and bottlenec ks

Fibrebased networks will give us suf cient capacity ... at least
- for some time .. for the applications we know ..

- until the computers get faster and the users more impatient ...
- as long as the capacity comes at an affordable price

There will always be bottlenecks somewhere

- radio-based(mobile) networks will lag behind ber and users will share
bandwidth with themselves and others for applications with different
needs for QOS like video-conferencing and email

Differentiation techniques can be useful in the congested parts of the
network - at the edges and even in the users computer
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Diff erentiation techniques

Focus is on poor quality caused by packet delays and losses that hap-
pen in queues for congested links in routers

Routers may split packets in gueues and treat the queues differently
and by that offer differentiated services

Routers have been able to do prioritization between protocols and users
based on IP-addresses on a manual con gur ation basis. Useful in local
settings.

IP already has a Type Of Service eld (not widely used)
- 8 bits for marking the packets with Precedence(priority) and demands
for delay throughput and reliability.
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Integrated services / RSVP - is a receiver oriented architecture / pro-
tocol to signal reservation of resources for a ow along a network path
iIncluding the end systems

Differentiated Services / diffserv - architecture where the sender /
Ingress router marks packets in the Type of Service eld with desired
Class of Service, which the network will try to ful Il by per hop treatment
of the packets.
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Queueing techniques

FIFO-gqueueing - is an advantage to aggressive/high volume o ws

- long queueing delays and late response to TCP

- all packets dropped when the buffer is full

- high packet losses, consequent timeouts and retransmissions causes

Inef ciency and low throughput

Basic idea : Split packets in different queues and give them different
treatment according to need
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a Priority Queueing

Q

- serves queues by strict priority - all in class 1 before class 2
- gives 1'st priority low delay variation but others may starve

Weighted Fair Queueing (WFQ)

- distributes by weight in a circular manner between queues to give each
class a certain part of the bandwidth

- slightly longer delay increments than PQ because of the the round
robin discipline that avoids starvation



Weighted Fair Queuing (WFQ)
1

Traffic ]
Destined ] i ] Transmit
for Interface | Classily | Queue o tnut Line

B e S
: K

. Weighted Fair
Configurable Scheduling
Number of
Queues
| 1 1 | | ]
\'4 A "4 v/
Flow-Based Classification by: Interface Weight Determined by:
- Source and destination address Buffer - Required QoS {IP Procedure, RSVP)
» Protocol Resources . Flow throughput inversely
. . . proportional

 Session identifier (port/socket) + Frame Relay FECN, BECN, DE

{(For FR Traffic)

] 7
" -



Q

Qy»

Q»

Q

Cong estion contr ol

Size of buffers must be engineered to a reasonable size to be

- short enough to give a reasonable delay for sound

- long enough to contain a TCP window worth of data (bandwidth *
delay) - to keep TCP happy

Random Early Discard (RED) - discards some packets randomly from
a queue when a threshold is reached before the buffer is full

- TCP's get an eatrlier hint to reduce their window = less congestion

- “cheap” to implement at high speeds

- UDP o ws are not affected unless the application is TCP-like

Weighted RED - for differentiation
- lower thresholds for lower priority packets

RED can be combined with queueing to control congestion per queue
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Integrated services - RSVP

RSVP - Resource Reservation Protocol - IETF's work on intserv - Inte-
grated Services Architecture

Protocol to carry reservation requests to routers and end systems
- opaque to the actual policy and reservations

Sender sends a o w-spec to the destination address in a PATH mes-
sage which marks reverse path on entry to routers

The receiver sends a RESV-message upstream to the sender

Reservation requests are merged when traversing a multicast tree and
are repeated every 30 seconds or so (soft state)
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Hezervation request
mer ges as it trawvels
up the multicast tree.

A lter identi es a (sub) ow, typically source IP and TCP/UDP port, but
may point further into the data

The lters must be processed by the router for each packet on a down-
stream interface

The router must perform per o w policing and queueing (WFQ) in addi-
tion to keeping per o w state and periodic refreshment of reservations

RSVP used on a big scale would be to much for core network routers
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RSVP has been available on Cisco routers for a couple of years

Uninett has done a successful experiment with a single o w on 2Mbps
links

The application support is still not there (vic, vat)
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Diff erentiated Services

Diffserv - architecture to give packets differentiated treatment by mark-
Ing desired Class of Service(CoS) in the “Type of Service” eld in the IP
packets - 6 bits DSCP

Each router hop gives each packet a treatment (Per Hop Behaviour -
PHB) that in sum shall assure a certain end to end quality

Routers at the edge of the network marks and polices and shapes the
traf ¢ according to a Service Level Agreement (SLA)

Inside the network the routers just does its PHB
- look at the DSCP- eld and queues the packet according to its CoS

Scales better than RSVP in the core because no per o w state is main-

tained
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Both sides of a conversation need to mark their packets - who pays ?

Diffserv might scale poorly administratively because of
- static and potentially comprehensive SLA's

- numerous independent network operators

- accounting and complex traf ¢ planning
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Policy servers

Reservation must be controlled in some way with means like payment
or administrative priorities

Routers need to know if a marking/reservation is approved so they may
ask a Policy Server

No user-speci c admission or authentication control system comes
ready with RSVP and diffserv

COPS - Common Open Policy Service Protocol
- built for RSVP (adopted for diffserv ?)
- does AAA stuff (Authentication, Authorization and Accounting)
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DS Policy Architecture
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Ahead - IETF

Basic architecture is completed, but a lot of stuff is left for manufac-
turers and providers - actual services and PHB as well as SLAs and
provisioning tools

The idea of a Bandwidth Broker (policy server) is still not substantiated
Tools to autocon g routers exist - tested by Terena

COPS is being rewritten into integrated AAA-protocol with Radius and
Diameter

A solution for using RSVP at the edge of the network towards the user
and in the core for diffserv aggregated o w allocations is proposed as
an IETF draft - sounds interesting to me
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Scaling and capacity

No problems with 2Mbps and below speeds

Policing & queueing in cisco routers cost up to 40% of capacity (uncon-
r med results) up to 622 Mbps.

No UNINETT routers are loaded above 20% CPU on average last week
- means spare processing power for RSVP/diffserv in most of them

Juniper does wire-speed ltering for policy-routing in hardware for
2.5Gbps

Queueing costs a bit more, but will be possible even on higher speeds

You don't need to start queuing if there is no congestion

PN @uED
: 17



Qy»

Qy»

Qy»

Some LAN-switches may queue packets by priority (IEEE 802.1P has
8bits eld)

Full scaled differentiated services where the users choose quality dy-
namically will be expensive both for customers and for network opera-
tion and back-of ce

differentiation does not create more bandwidth - but there's always
some things that can walit ...
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Practical services

Support for multimedia/differentiation-projects may be done with :

statically con gured prioritization on each link between a few users

RSVP dynamic user initiated - scale a little better than static con g

Diffserv will require that you control the TOS- eld for all packets on
adjacent links - little pollution of TOS- eld in UNINETT though

Why not ask for RSVP and diffserv when shopping multimedia equip-
ment !

But I'm still looking for keen pilot customers = need ?
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Terena diffser v test-net
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Terena TF-TANT activities

Task Force - Testing Advance Network Technology (TF-TANT) is work-
Ing on various network layer issues on a ATM VP-based 2Mbps network
on TEN-155

Issues : diffserv, multicast, MPLS, net o w analysis, IPv6, policy control,

Diffserv - testing of basic functionality and the obtained service quality
- using Cisco and IBM routers and Smartbit devices for delay measure-
ments with very high clock accuracy

- Performance analysis for different queueing algorithms like WFQ and
PQ fore the support of delay sensitive traf c

- Test of effect of WRED selective packet discard mechanisms

A lot of tests and reports : http://www.dante.net/tf-tant/
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a UNINETTSs activity at http://www.uninett.no/testnett/

a Ends in October - new TF is being formed
Anyone from the R&E area may participate
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